Chapter 4. Defining the Data Mesh
Architecture
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At the heart of this ecosystem are data products, which form
the foundational units of Data Mesh. Each data product in the
ecosystem is designed to be discoverable, observable, and
operable, ensuring that data can be e ciently shared and
utilized across di erent parts of an organization. Figure 4-1

illustrates the data product architecture which will be



elaborated upon below. There are three key groups of capability

within the data product architecture: Definition, Run-time, and
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Figure 4-1. : Data Product Architecture

Data Product Definition is a crucial process in managing and
utilizing data e ectively. It encompasses the detailed
characterization of a data product, including who owns it, what
it contains, and the rules governing its use. This clear and
comprehensive definition is essential for ensuring that data

products are not only functional and accessible but also align



with organizational policies and user needs. By thoroughly
defining each data product, organizations can maximize their
data’s value and utility, making this process a foundational

aspect of modern data management strategies.

Defining the core high-level information about a data product
begins with identifying the data product owner. This individual
plays a pivotal role, acting as the decision-maker and primary
source of knowledge for the data product. The owner is
responsible for overseeing the development, maintenance, and
overall strategy of the data product. They ensure that it meets
the evolving needs of its users and stays aligned with the
broader goals of the organization. The owner’s deep
understanding of the data product’s capabilities and uses makes
them an invaluable resource for answering queries and guiding

users in leveraging the data product e ectively.

Next, a clear and concise data product summary, along with
relevant tags, is essential for users to quickly grasp the essence
and scope of the data product, and support e ective search
capabilities that make it easy to find the data product within
Data Mesh. The summary should provide an overview of the
data product’s purpose, its primary features, and potential
applications, enabling users to ascertain its relevance to their

needs at a glance. Tags act as keywords or labels, helping



categorize and organize data products within the larger
ecosystem. They facilitate easier discovery and retrieval,
especially in environments with a multitude of data products.
Well-chosen tags can greatly enhance the user experience by
simplifying navigation and search processes within the data

product landscape.

Last but certainly not least, the creation of a data product
glossary is a critical step in fostering a shared understanding
among the community that interacts with the data product. This
glossary should include definitions of terms and concepts
specific to the data product, clarifying any technical jargon or
industry-specific language. It serves as a reference tool that
ensures consistency in terminology, helping new users
acclimate and enabling e ective communication among
experienced users. A well-constructed glossary not only aids in
comprehension but also contributes to building a cohesive
community of users who are well-versed in the language and

nuances of the data product.

Moving to artifact definition, the term ‘artifact’ is broadly
understood in the context of a data product. Artifacts
encompass not just traditional data sets but also include any
element that a data product owner deems valuable for

consumers. This expansive definition reflects the diverse nature



of data usage in contemporary settings, where data is not just

stored but also actively manipulated and analyzed.

Artifacts in a data product can include programs and models
integrated with the data, providing enhanced functionality and
analytical capabilities. These programs and models can be
crucial for interpreting the data, drawing insights, and
supporting decision-making processes. They add a dynamic
aspect to the data product, transforming it from a static
repository of information into a versatile tool for analysis and

exploration.

Queries that act upon data within the data product are also
considered artifacts. These queries can range from simple
retrieval operations to complex analytical processes, enabling
users to interact with and extract value from the data. The
Inclusion of queries as artifacts underscores the interactive
nature of modern data products, where engagement with data

IS as important as the data itself.

The concept of artifact definition extends to bundles of data,
models, or queries that are tightly integrated. These bundles
represent cohesive units of functionality, 0 ering a

comprehensive suite of tools and data for specific purposes.

Such integration facilitates ease of use, ensuring that users have



access to all necessary components in a harmonized and

streamlined manner.

The definition of policies for a data product is a critical
component that governs its usage and ensures the security and
privacy of the data. These policies delineate the acceptable
ways in which the data can be accessed and utilized, taking into
account various considerations like access rights, identity
management, user authorization, and compliance with security
and privacy regulations. Establishing clear and comprehensive
policies is essential for maintaining the integrity of the data
product and for protecting it from unauthorized access or

misuse.

Access rights are the first key consideration in policy definition.
They determine who can access the data product and what level
of access they are granted. This can range from read-only access
for some users to full administrative rights for others. Defining
access rights involves assessing the needs and responsibilities
of di erent users or user groups and assigning access levels
accordingly. E ective management of access rights is crucial for
ensuring that users can perform their roles e ciently while

preventing unauthorized access to sensitive data.



Integration with identity books of record is another vital aspect
of policy definition. By linking the data product with an
enterprise’s identity management systems, organizations can
streamline the process of user authentication and
authorization. This not only enhances security by ensuring that
only authenticated users gain access but also simplifies the
administrative process of managing user access across various

data products and systems.

Defining authorized users and/or roles forms the third
cornerstone of policy development. This involves specifying
which individuals or roles within the organization are
permitted to access the data product and what actions they are
authorized to perform. This distinction is crucial for
maintaining operational security and for ensuring that each
user has access to the appropriate level of data and
functionality. By clearly defining authorized users and roles,
organizations can maintain tight control over their data and

prevent unauthorized use.

Finally, the policy definition must encompass any other security
or privacy rules that are necessary to comply with enterprise

standards or regulatory imperatives. This includes adherence to
industry-specific regulations, data protection laws, and internal

security policies. Ensuring compliance with these regulations



and standards is imperative for protecting sensitive data and
for maintaining the organization’s reputation and legal
standing. This aspect of policy definition requires staying
abreast of evolving regulatory landscapes and ensuring that
data product policies are regularly updated to reflect these

changes.

Data Product Harness

Interfaces are implemented using a “harness”, which provides a
consistent implementation for all interactions with the data
product. They also provide the focal point for data contract
iImplementations within a data product. In fact, interfaces and
their related data contracts and policy enforcement points work
together to allow data products to interact safely, securely, and

aligned to expectations as shown in Figure 4-2 below..



The Data Product “Harness”

Each data product has a “harness” which provides a consistent way of interacting with the data
product; the harness is also where contracts are implemented
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Figure 4-2. : The Data Product Harness

The data product harness is the framework and code that
Implements the various interfaces for a data product. An
architecture goal for any enterprise data mesh is to make these
“harnesses” consistent for all data products and thereby
making it simpler and more intuitive to interact with any data
product in the enterprise data mesh. Now, indeed, every data
productis di erent and embodies unique capabilities, but the
mechanisms by which they interact, and the signatures for their
Interactions can be made largely consistent. Yes, even for
ingestion (“/ingest” interface) and consumption (“/consume”
interface) - while the “parameters” required for each
interaction may be di erent, but the mechanisms for their

interactions can be standardized.



And this is even more practical for other core and foundational
interfaces for discovery (“/discover” interface), observability
(“/observe” interface), and control or management capabilities
(“/control) interface). By doing this, all interactions with data
products become consistent and standardized - which means
that templating and “factories” become a practical
consideration that streamlines and speeds the creation and

management of data products.

Now, since all interactions with a data product occur with its
“harness”, it makes sense to have each interaction with the data
product also be verified and validated against its data contracts.
So, the data product harness becomes the integration point for
data contracts and associated policy enforcement mechanisms

(which is covered in more detail in Chapter X).

Run-Time

The run-time architecture describes the components in a

running data product. Let’s dive a bit deeper.

Ingestion Interfaces



Ingesting data into a data product is a fundamental process that
determines how data is collected, processed, and made
available for use. The method chosen for data ingestion
depends on various factors such as the volume of data,
frequency of updates, and the specific requirements of the data
product. Understanding and selecting the right ingestion
method is crucial for ensuring the e ciency and e ectiveness
of the data product. From APIs to bulk ingestion and pipelines,

each technique has its own advantages and ideal use cases.

Queries are a common method for ingesting data, particularly
useful when dealing with real-time or near-real-time data
updates. They are ideal for situations where data needs to be
pulled frequently and in small amounts. Queries allow for
specific data to be selected and retrieved based on certain
criteria, making them e cient for targeted data ingestion. This
method is particularly useful for data products that require up-
to-date information and have the capability to handle frequent,

incremental updates.

APIs (Application Programming Interfaces) are another popular
method for data ingestion, especially e ective for smaller
datasets or when data needs to be integrated from external
sources. APIs facilitate a controlled and secure way to import

data, allowing for specific data sets to be accessed and



transferred. They are particularly useful when the data source
and the data product need to communicate in a standardized
and consistent manner. APIs are also beneficial when dealing
with structured data and when the integration needs to be

scalable and maintainable over time.

Bulk ingestion methods, such as file transfers, are suited for
scenarios where large volumes of data need to be imported into
the data product. This method is typically used for initial data
loads or periodic updates where a significant amount of data is
transferred at once. Bulk ingestion ise cient in terms of
resource usage and time, especially when dealing with large
datasets that do not require frequent updates. It is often used In
conjunction with data warehousing or when integrating

historical data into a data product.

Data pipelines, using tools like Airflow or DBT (Data Build Tool),
are designed for more complex data ingestion scenarios. These
tools allow for the automation of data workflows, enabling the
ingestion, transformation, and loading of data in a more
controlled and systematic manner. Pipelines are particularly
useful when the data ingestion process involves multiple steps,
such as data cleansing, transformation, or integration from

multiple sources. They provide a robust framework for



managing complex data flows, ensuring consistency and

reliability in the data ingestion process.

Other ingestion methods include streaming data ingestion, used
for real-time data processing, and web scraping, for extracting
data from web sources. Streaming data ingestion is ideal for
scenarios where data is continuously generated and needs to be
processed in real-time, such as sensor data or user interactions.
Web scraping, on the other hand, is useful for extracting data
from websites or web applications, especially when other

methods of data integration are not available.

Consumption Interfaces

Obviously, once the data has been ingested into the data
product, it needs to be consumed. The consumption of a data
product involves how end-users access and utilize the data and
artifacts provided by the data product owner. It’'s a process
distinct from data ingestion, focusing on the output and user
interaction rather than the input of data into the system. While
ingestion is about how data gets into the data product,
consumption is about how that data, along with other artifacts
created by the data product owner, is made available and useful

to users. The methods of consumption are diverse, each suited



to di erent needs and scenarios, ranging from queries and APIs

to bulk transfers and pipelines.

Queries are a fundamental method for data consumption,
allowing users to retrieve specific subsets of data based on their
requirements. This method is particularly useful for users who
need immediate and direct access to the data, often for real-
time analysis or reporting. Queries enable a high level of
flexibility, letting users extract precisely what they need, when
they need it. They are ideal for interactive environments where
users actively explore and analyze data, such as business

intelligence tools or interactive dashboards.

APIs (Application Programming Interfaces) provide a
structured and programmatic way to access data. They are
particularly e ective for consuming smaller amounts of data
and are commonly used in applications that require regular,
automated retrieval of data. APIs ensure consistency and
standardization in data access, making them suitable for
integrating data into external applications or services. They are
a popular choice for developers building applications that need

to interact dynamically with the data product.

Bulk consumption methods, such as file transfers, are used

when large volumes of data need to be accessed, often for



0 ine processing or analysis. This method is typical in
scenarios where the entire dataset or large parts of it are
required, such as for data warehousing or big data analytics.
Bulk consumption is less about real-time interaction and more
about comprehensive access, making it suitable for use cases

where extensive data processing is necessary.

Data pipelines, utilizing tools like Airflow or DBT, are used for
more complex consumption scenarios where data needs to be
processed, transformed, or integrated into other systems. These
pipelines allow for automated workflows that can handle large
volumes of data e ciently. They are particularly useful in
scenarios where the data needs to be enriched, aggregated, or
transformed before being consumed, ensuring that users have

access to high-quality and relevant data.

Beyond raw data, a data product may include a variety of other
artifacts for consumption. This can range from pre-defined and
vetted queries that facilitate easy access to common data sets, to
more complex o erings like Jupyter Notebooks, programs,
Al/ML models, and documents. These artifacts add significant
value to the data product, allowing users not just to access data,
but to interact with it in more meaningful and sophisticated
ways. For example, Jupyter Notebooks can provide an

Interactive environment for data exploration and analysis,



while AI/ML models can o er advanced insights and

predictions based on the data.

Policy Enforcement

Enforcing policies in the context of a data product is a critical
aspect of ensuring that the data is used appropriately and
securely, and, ultimately, is trusted. Policy enforcement goes
beyond merely defining what the policies are; it involves
iImplementing mechanisms and controls that actively ensure
compliance with these policies during runtime. This is where
the theoretical framework of a policy meets the practical
aspects of its application. E ective policy enforcement is
essential for maintaining data integrity, security, and privacy,
and for ensuring that the data product aligns with both

organizational standards and regulatory requirements.

Access rights enforcement is the first line of defense in policy
Implementation. This involves setting up robust authentication
and authorization systems to ensure that only authorized users
have access to the data product, and only to the extent that
their privileges allow. Authentication verifies the identity of a
user, typically through credentials like usernames and

passwords, while authorization determines the level of access



an authenticated user should have. This might involve role-
based access control (RBAC) systems, where di erent roles
within the organization are granted varying levels of access to

the data product based on their responsibilities.

Integration with identity books of record is another crucial
aspect of policy enforcement. This ensures that user identities
and roles are managed centrally and consistently across the
organization. By integrating the data product with these central
identity management systems, it’s possible to streamline the
process of granting and revoking access, updating user roles,
and monitoring user activity. Such integration not only
simplifies the management of user access but also enhances
security by maintaining a single source of truth for user

identities and permissions.

Enforcing data quality and related data contracts is vital for
ensuring that the data within the product remains accurate,
consistent, and reliable. This involves implementing checks and
validations both at the point of data ingestion and during data
usage. Data quality rules might include constraints on data
formats, ranges, or the presence of mandatory fields, while data
contracts could enforce rules about data relationships and

integrity. Automation plays a key role here, with systems set up



to continuously monitor and validate data against these

predefined standards and rules.

Security and privacy enforcement is critical, particularly in the
context of increasing data breaches and stringent regulatory
requirements. This involves a multi-layered approach,
including encryption, regular security audits, and adherence to
compliance standards such as GDPR or HIPAA. Encryption
ensures that data is protected both in transit and at rest, while
security audits help in identifying and mitigating
vulnerabilities. Compliance with legal and regulatory standards
requires a deep understanding of these regulations and the

iImplementation of processes and controls that align with them.

Operations Experience

In the intricate world of data management, particularly within
a data mesh framework, the operational considerations for data
products encompass a spectrum of interfaces that ensure these
products are not only functional but also align with
overarching organizational standards and user expectations.
These considerations include discoverability, observability,
governance, and control interfaces, each playing a pivotal role

in the lifecycle and utility of a data product. Discoverability



interfaces enable data products to be registered and located
within the data mesh, ensuring that they are visible and
accessible to users. Observability interfaces o er insights into
the performance and usage of data products, allowing for

e ective monitoring and management. Governance interfaces
are critical for maintaining data integrity and compliance,
whereas control interfaces provide essential tools for managing

the operational state of data products.

The harmonious interplay of these interfaces is fundamental to
the successful operation of data products within a data mesh.
Discoverability interfaces facilitate ease of access, making data
products easily identifiable and searchable within the vast
digital ecosystem. This visibility is crucial for users seeking
specific data solutions, ensuring that valuable data products do
not remain underutilized or hidden. Observability interfaces,
on the other hand, delve into the operational aspects, providing
detailed statistics on usage, performance, and even data
lineage, which are essential for diagnosing issues and
optimizing performance. Governance interfaces allow data
product owners to demonstrate their adherence to quality and
regulatory standards, instilling confidence among users about
the reliability of the data. Lastly, control interfaces empower
owners with the ability to directly manage their data products,

from simple start/stop operations to more complex



configuration tasks, ensuring that these products remain

responsive to the evolving needs of the data mesh and its users.

Discoverability Interfaces

Discoverability interfaces in data products play a crucial role in
the data mesh ecosystem, acting as the beacon that signals the
presence of a data product to the rest of the system. These
interfaces allow data products to register themselves, a process
akin to placing a pin on a digital map, marking their location
and existence in the Data Mesh landscape. This registration is
vital, as it ensures that the data product is not just a standalone
entity but a recognized part of the larger network. The
information provided during registration typically includes
basic details like the data product’s name, a brief description,
and the identity of its owner, providing a quick but essential

overview for potential users.

The depth of discoverability goes beyond simple registration,
delving into the detailed attributes of the data product. This
includes information about the type of data it contains, its
structure, and any specific functionalities it o ers. Such
detailed disclosure is crucial in an environment teeming with

diverse data products, each with its unique characteristics and



capabilities. By thoroughly outlining its attributes, a data
product enhances its visibility and usability, guiding users to
make informed decisions about which products best suit their
needs. This level of transparency is instrumental in fostering a
user-friendly ecosystem where data products are easily

navigable and accessible.

Furthermore, discoverability interfaces play a significant role in
facilitating e cient data product utilization. They help users
quickly identify the right data products, reducing the time and
e orttypically spentin trial and error. Thise ciency is
particularly important in scenarios where timely access to the
right data can significantly impact decision-making processes
or operational e ciency. By streamlining the discovery process,
these interfaces ensure that the value of the data mesh is
maximized, benefiting both data product providers and

consumers.

Observability Interfaces

Observability interfaces within data products play a crucial role
In ensuring that these resources are not just operational, but
also e cient, reliable, and transparent in their functioning.

These interfaces provide a comprehensive view into the various



operational aspects of a data product, including usage statistics,
performance metrics, and overall operating health. By o ering
real-time insights into how a data product is performing,
observability interfaces allow data product owners and users to
monitor and evaluate the product’s e ectiveness continuously.
This visibility is key to maintaining high performance, as it
enables quick identification and resolution of any issues that

may arise.

One of the most significant benefits of observability interfaces
Is their ability to track and report on usage patterns. This
iIncludes how often the data product is accessed, which parts
are most frequently used, and by whom. Such insights are
invaluable for understanding user behavior and preferences,
allowing for informed decisions on future enhancements or
modifications to the data product. This data-driven approach
ensures that the product evolves in line with user needs and
remains relevant and useful over time. Moreover, usage
statistics can also aid in resource allocation and scaling
decisions, ensuring optimal performance even as demand

fluctuates.

In addition to usage statistics, observability interfaces also focus
on performance and operating statistics. This encompasses

everything from load times and response rates to more complex



metrics like data throughput and processing e ciency.
Monitoring these aspects is crucial for maintaining a high level
of service quality and for preemptively identifying potential
bottlenecks or performance issues. In today’s fast-paced digital
environment, where data is a critical asset for decision-making,
ensuring that data products perform reliably and e ciently is

paramount.

Lastly, the importance of lineage and provenance tracking in
observability interfaces cannot be overstated. This feature
provides detailed information about the origin and historical
changes of the data, which is essential for maintaining data
integrity and trust. It ensures transparency in how data has
been collected, processed, and transformed over time.
Additionally, robust alerting and logging capabilities are
essential for problem diagnosis, enabling quick and e ective
troubleshooting. This not only minimizes downtime but also
ensures that data quality and accuracy are maintained, which is

critical for making informed decisions based on the data.

Governance Interfaces

Governance interfaces within the realm of data products are

vital tools that enable data product owners to manage and



demonstrate the quality and compliance of their o erings.
These interfaces are designed to facilitate the process of
certification or verification, whereby owners can assert that
their data products meet specific data quality standards and
expectations. This process is not merely a formality but a
crucial aspect of establishing and maintaining the
trustworthiness and reliability of the data product. In a
landscape where data accuracy, integrity, and compliance are
paramount, governance interfaces provide the means to ensure

and showcase these qualities.

The importance of governance interfaces extends beyond mere
certification. They enable data product owners to publish and
report on their governance posture, 0 ering transparency into
the data management practices and standards adhered to by
the data product. This openness is particularly important in an
era where data handling and privacy concerns are at the
forefront of users’ minds. By providing clear insights into their
governance practices, data product owners can build
confidence among users, reassuring them that the data is
managed responsibly and in accordance with best practices and

regulatory requirements.

Furthermore, governance interfaces play a crucial role in

aligning data products with organizational and regulatory



standards. In an environment where data regulations are
becoming increasingly stringent, these interfaces help ensure
that data products are not only compliant with current
regulations but are also prepared to adapt to future changes.
This adaptability is key in a dynamic regulatory landscape,
enabling data product owners to swiftly adjust their
governance practices to meet evolving requirements.
Consequently, governance interfaces are instrumental in
mitigating risks associated with non-compliance, such as legal

penalties or reputational damage.

Control Interfaces

Control interfaces in the context of data products are essential
tools that provide data product owners with the ability to
manage the operational state of their o erings. These interfaces
encompass a range of functionalities, including the capability to
start or stop the data product, pause or resume its operations,
and configure various settings and parameters. This level of
control is crucial for ensuring that data products can be
managed e ectively and can respond flexibly to di erent
operational requirements or situations. In essence, control

Interfaces act as the command center for data product owners,



o ering them direct oversight and management capabilities

over their products.

The importance of these control interfaces becomes
particularly evident in dynamic operational environments. The
ability to start or stop a data product enables owners to manage
resource allocation e ciently, ensuring that the data product is
active only when needed, thereby optimizing resource
utilization and reducing unnecessary costs. Similarly, the pause
and resume functionalities are vital in scenarios where
temporary interruptions are required, such as during
maintenance, updates, or in response to unforeseen issues.
These capabilities ensure minimal disruption to the end-users
while allowing for necessary adjustments or repairs to be

made.

Moreover, the configuration aspect of control interfaces plays a
significant role in tailoring the data product to specific needs or
conditions. Owners can adjust settings to optimize
performance, customize features according to user feedback, or
adapt to changing data environments. This flexibility is key to
maintaining the relevance and e ectiveness of the data product
over time. In a landscape where user needs and technological
environments are constantly evolving, the ability to configure

and reconfigure data products swiftly ensures that they



continue to deliver value and meet the expectations of their

users.

Data Product Artifacts

The name “data products” suggests that data is an obvious
primary consideration. But, importantly, it is not the only
consideration. In fact, a much more expansive perspective is
o ered, where we introduce “artifacts”. Artifacts are not just
data but any other object that a data product owner wishes to

make available for consumption.

Artifacts, ranging from basic data sets to complex programs and
models, add significant value to the data product, making it
more than just a data store. They enable a more integrated and
user-friendly approach to data management, where the focus is
not just on providing data but on delivering a complete,
valuable, and ready-to-use data solution. This holistic approach
IS what sets modern data products apart, making them

indispensable tools in the data-driven world.

These artifacts represent a broad and inclusive array of
elements that extend well beyond traditional data sets. They
embody any set of data or related objects that a data product

owner deems valuable for users and wishes to make available



for consumption. This expansive view of what constitutes an
artifact reflects a modern approach to data management, where
the value of a data product is significantly enhanced by the

versatility and comprehensiveness of its components.

At the most basic level, data product artifacts include
conventional data elements like databases, tables, and files.
These fundamental components form the backbone of any data
product, providing the core data that users seek for various
applications. In a traditional sense, these data sets are what one
might typically expect to find within a data product. However,
the scope of artifacts in the Data Mesh concept goes far beyond
these basic elements, embracing a more holistic and integrated

approach to data management.

Beyond these standard data components, artifacts in a data
product can also include programs that are directly related to
or integrated with the data. These programs can range from
simple scripts that facilitate data processing to complex
software applications that provide advanced analytics
capabilities. The integration of such programs with the data
enhances the overall value of the data product, enabling users
to not only access data but also to process and analyze it within

the same environment. This integration represents a shift from



static data repositories to dynamic, interactive platforms that

o0 er greater utility and e ciency.

Models, particularly those in the realm of artificial intelligence
and machine learning, are another category of artifacts that can
significantly enhance the value of a data product. These models
can be used to derive insights, make predictions, or uncover
patterns within the data. By including Al and ML models as
artifacts, data product owners empower users to leverage
advanced analytical techniques, thereby expanding the

potential applications and value of the data product.

Queries are yet another type of artifact that can be included in
a data product. Pre-defined queries or query templates can
significantly ease the process of data extraction and analysis for
users. These queries can be tailored to common use cases or
specific data analysis tasks, enabling users to quickly and

e ciently access the data they need. The inclusion of such
queries not only makes the data product more user-friendly but
also reduces the time and e ort required to derive value from
the data.

Data product artifacts can also encompass more comprehensive
bundles that integrate data with models, programs, or queries.

These bundles provide a packaged solution to users, combining



all the necessary components for specific data applications or
analyses. This approach simplifies the user experience by
providing a ready-to-use set of tools and data, thereby

enhancing the e ciency and e ectiveness of the data product.

Data Contracts

Data contracts are a fundamental concept in data management,
particularly in environments where data sharing and
interoperability are key, such as in a Data Mesh architecture.
They serve as formal agreements that define the specifics of
how data is structured, accessed, and used within and between
di erent data products and systems. These contracts are crucial
for ensuring consistency, reliability, and security in data

exchanges. Let’s break down the key aspects of data contracts:

Structure and Format of Data

Data contracts specify the format and structure of the
data. This includes the data types, schemas, and layout
that the data adheres to. By defining these parameters,
data contracts ensure that when data is shared or
transferred between systems, it is understood and

interpreted correctly by all parties involved.



Access and Usage Guidelines

Data contracts outline how data can be accessed and used.
This might include specifying APl endpoints for data
access, defining what operations (like read, write, update,
delete) are allowed, and setting out any other usage
restrictions. This helps in managing data access rights and
maintaining data integrity across di erent users and

applications.

Data Quality and Integrity

They often include provisions for data quality, ensuring
that the data meets certain standards of accuracy,
completeness, and consistency. This is crucial for
maintaining the trustworthiness of data, especially when

it is used for decision-making or analytical purposes.

Security and Privacy

Data contracts address security and privacy
considerations, outlining measures for data protection,
encryption, and compliance with data privacy laws like
GDPR or HIPAA. This is critical in safeguarding sensitive

data and adhering to legal and regulatory standards.

Version Control and Updates



They may also include details on version control and how
updates to the data or the contract itself are managed.
This ensures that all parties are working with the most
current and accurate data and that changes are tracked

and communicated e ectively.

Data Lineage and Provenance

Some data contracts go a step further to include
information about data lineage and provenance,
providing transparency about where the data originated

and how it has been transformed over time.

Error Handling and Resolution Mechanisms

Finally, data contracts can include protocols for error
handling and conflict resolution, outlining the steps to be

taken in case of discrepancies or data issues.

So, why do we include data contracts in this architecture
chapter? Yes, there will be dedicated chapters that address data
contracts, but the simple reason is that they are a foundational
concept and, like any foundational concept, applying them
after-the-fact is expensive and impractive. Hence we are
introducing the concept here, and ensuring that data contracts

are addressed explicitly in our data product architecture.



Data Product Governance

Data governance is the set of practices and policies that ensure
high-quality, secure, and e ciently used data within an
organization. It involves creating rules and processes to
manage data accessibility, accuracy, consistency, and security.
The goal is to ensure that data is reliable and can be trusted for
making important decisions. This involves setting standards for
how data is collected, stored, used, and deleted, ensuring it is

handled consistently across the entire organization.

An essential part of data governance is ensuring data security
and compliance with relevant laws and regulations. This
includes protecting sensitive information from unauthorized
access and breaches, and ensuring that the organization’s data
practices adhere to legal standards such as GDPR for privacy. It
also involves defining clear roles and responsibilities for those
who handle and manage data, ensuring everyone knows who is
accountable for di erent aspects of data management.
However, in many organizations, data governance is the
responsibility of a central group that defines and enforces

enterprise-wide policies.

We would like to o er an alternative to this traditional data

governance model. The concept of data governance in the



realm of data products borrows a page from established
practices in other industries, such as the American National
Standards Institution (ANSI) approach to product certification.
In this model, governance is not solely a top-down, centralized
a air; rather, it’s a federated process where responsibility and
authority are distributed among various stakeholders. This
paradigm shift is particularly relevant in the context of data
products, where empowering data product owners to manage
and enforce governance policies can lead to more e cient and

responsive governance practices.

In traditional data governance, a centralized group typically
sets and enforces policies across the entire organization. This
approach, while providing uniformity, can often be slow to
adapt and may not adequately address the unique needs of

di erent data products and their consumers.

However, by adopting a federated model, similar to the ANSI
product certification process, data governance can be tailored
more e ectively to the specific requirements of each data
product while still aligning with overarching organizational

policies.

The process used by the ANSI for governing product quality,

safety, and reliability is a blend of centralized and federated


https://www.ansi.org/

approaches. The process begins with the identification of a need
for standardization. Once a need is identified, ANSI facilitates
the creation of a consensus body which is responsible for the

drafting of the standard.

ANSI’s role in the certification process is primarily in the
accreditation of third-party certification bodies. These are
independent organizations that have the authority to test and
certify products against the relevant standards. ANSI’s
accreditation process ensures that these certification bodies
have the necessary competence, consistency, and impartiality to
conduct certification e ectively. This process involves a
thorough evaluation of the certification body’s procedures, sta

qualifications, and quality control measures.

The actual certification process is carried out by these
accredited certification bodies. A manufacturer seeking
certification for a product must submit it to one of these bodies.
The certification body then tests and evaluates the product to
determine if it meets the relevant ANSI or other recognized
standards. This evaluation can include a variety of tests,
Inspections, and assessments, depending on the nature of the

product and the standards it must adhere to.



If the product meets the standards, the certification body issues
a certificate and allows the manufacturer to label the product
as compliant. This certification is a mark of quality and
reliability that can be used in marketing and product
documentation. Additionally, to maintain certification,
manufacturers are typically required to undergo regular
follow-up assessments and audits. This ensures that their

products continue to meet the necessary standards over time.

Now, how does this apply to data governance, and what role do

data products and their owners play?

Under a federated data governance model, centralized data
governance acts like the ASA/ANSI: it is responsible for
facilitating the definition of standards wherever they may be
needed (obviously, there is a prioritization mechanism). In this
model, data product owners take on a role akin to product
manufacturers in the ASA/ANSI’s certification process. They are
responsible for ensuring that their data products adhere to both
the local and enterprise-level standards, policies, and data
contracts. This responsibility includes not only the creation and
maintenance of the data product but also the ongoing

verification of its compliance with the set standards.



Once a data product owner has verified that their product
meets the required standards, they can then “certify” their data
product, much like a product earning the right to display the
ASA logo. This certification is a public declaration that the data
product has been vetted and meets the prescribed criteria for
quality, safety, and reliability. This process encourages a culture
of accountability and transparency among data product
owners, as their products’ compliance is openly demonstrated

and can be scrutinized by users and stakeholders.

The governance interfaces, or APIs, in this system play a crucial
role, much like the ASA’s oversight in the product certification
process. These interfaces allow anyone within the organization
to query a data product’s governance status at any time. This
feature ensures that the governance information is not just a
static badge but a dynamic and continually up-to-date reflection
of the data product’s compliance with the established

standards.

This approach to data governance, inspired by the ASA/ANSI
model, o ers several advantages. It allows for more rapid
adaptation and response to changing needs and conditions
within di erent areas of the organization. Since data product

owners are closer to the specifics of their products and their



consumers’ needs, they are better positioned to implement

relevant and e ective governance measures.

Moreover, this model fosters a more engaged and responsible
approach among data product owners. Just as manufacturers
strive to maintain their product certifications for market
credibility, data product owners are incentivized to uphold
their governance standards to maintain the trust and
confidence of their users. This shift from a centralized
governance model to a more federated approach mirrors the
evolution in other industries, where empowering local

stakeholders leads to higher standards and greater innovation.

So, why is this section discussed in the architecture section? For
one simple reason - recognizing it is much di erent than
traditional models, it may not be practical nor feasible to
establish a federated data governance process without explicit
architecture support to make the process simple, consistent,
and e ective. And, to wit, this is why we explicitly call out

“governance interfaces” within our data product architecture.

Data Mesh Architecture

At its Data Mesh, it is an ecosystem composed of numerous data

products, each functioning as a distinct unit with its own



purpose and capabilities. However, what makes Data Mesh
truly powerful is its connective tissue — the framework and
infrastructure that bind these individual data products into a
cohesive and integrated whole. This connective tissue is not just
about linking data; it’s about creating a synergistic environment
where the sum is greater than its individual parts. Each data
product in the mesh maintains its autonomy, yet contributes to
and benefits from the larger data ecosystem, fostering a
dynamic and collaborative data landscape as you see ion

Eigure 4-3 below.

Data Mesh Architecture

An enterprise-grade data mesh architecture addresses the continuum of data mesh capabilities - from
user experiences, through to core run-time components and data product characteristics
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Figure 4-3. : Data Mesh Architecture

Central to the Data Mesh concept is the presence of a

marketplace — a platform that simplifies the process of finding,



consuming, sharing, and trusting data products. This
marketplace serves as a hub where data products are cataloged,
making them easily discoverable and accessible to users across
the organization. It allows for e cient sharing and
collaboration, enabling users to leverage a wide range of data
resources. Trust is also a key component here, as the
marketplace provides mechanisms to ensure that the data
products meet certain quality and compliance standards. This
marketplace functionality is crucial in breaking down data
silos, encouraging a culture of open data exchange and

collaboration.

Additionally, Data Mesh includes a robust communications
backbone or fabric, which facilitates interaction between
various data products. This backbone supports a range of data
interactions, from API integrations and streaming to pipelines
and bulk data transfers. While common platforms for managing
these interactions may be o ered within the Data Mesh, they
are not mandated, providing flexibility for data product owners
to choose the best tools and technologies for their specific
needs. This flexibility is a hallmark of the Data Mesh approach,
allowing for a diverse range of data products and technologies
to coexist and interoperate within the same ecosystem, driving

iInnovation and e ciency in data management practices.



Data Mesh Marketplace

The Data Mesh marketplace is a sophisticated user interface
designed to revolutionize how data products, along with their
data and artifacts, are accessed, utilized, and managed within
an organization. It stands as the epicenter of the Data Mesh
ecosystem, providing a user-friendly platform that simplifies
the process of finding, consuming, sharing, and establishing
trust in data products. This marketplace is not just a repository;
it's a window into a Data Mesh, and an interactive space where
data becomes more accessible and actionable for everyone

involved, from producers to consumers.

For consumers of data products, the marketplace o ers a
catalog user experience (UX) that makes it easy to browse and
discover available data products. This catalog is designed to be
intuitive and user-friendly, ensuring that even those with
minimal technical expertise can navigate and find the data
products they need. The inclusion of search and find
capabilities, utilizing both keyword and natural language
search, further enhances this experience. Users can e ortlessly
search for data products that meet their specific requirements,

making the discovery process both e cientand e ective.



For producers who provide data to these products, the
marketplace o ers valuable tools to manage and monitor their
o erings. This includes dashboards that display commonly
consumed or viewed data products and their usage patterns.
These insights are crucial for producers to understand the
Impact and reach of their data products, allowing them to make
informed decisions on how to evolve and improve their

0 erings.

The marketplace also addresses the practicalities of data
consumption, especially when dealing with large volumes of
data. It features shopping carts and order systems where direct
downloading of data might not be practical. This asynchronous
delivery system is particularly useful for handling large data
sets, allowing users to “order” the data they need and receive it

In a manageable and e cient manner.

For data product owners, the marketplace provides a more
detailed dashboard. This feature o ers deep insights into usage
patterns and governance of their data products. Such detailed
analytics enable owners to understand how their data products
are being used, which parts are most popular, and how they can
improve their o erings. This level of detail is vital for the
continuous improvement and relevance of the data products

within the Data Mesh.



On the governance front, the marketplace facilitates a
transparent and controlled environment. Data product owners
can monitor and enforce compliance with data standards and
policies, ensuring that their products meet the required quality
and security benchmarks. This aspect of the marketplace is
crucial for maintaining trust and integrity in the data products

o ered.

The admin user experience within the marketplace is another
critical component. It allows administrators to establish
overarching Data Mesh policies and manage user access and
permissions. This central control ensures that the data
ecosystem adheres to organizational standards and regulatory
requirements while providing flexibility to cater to individual

data product needs.

Moreover, the marketplace is designed to foster a culture of
data sharing and collaboration. By making data products easily
accessible and consumable, it encourages departments and
teams within an organization to leverage shared data
resources, breaking down silos and fostering a more integrated

approach to data utilization.

Additionally, the marketplace includes features to facilitate

trust among its users. By providing transparent and detailed



iInformation about each data product, including its source,
quality, and compliance status, users can make more informed
decisions about which data products to trust and use for their

specific purposes.

The marketplace also evolves with user feedback and changing
data landscapes. It continuously adapts to meet the emerging
needs of its users, whether it’s through updating its interface
for better user experience or integrating new functionalities to

handle di erent types of data products and artifacts.

Data Mesh Registry

The Data Product Registry within a data mesh ecosystem
functions much like the Domain Name System (DNS) does for
the internet. It’'s a streamlined and e cient directory that
provides basic yet essential information about the various data
products available within the data mesh. This Registry is
designed to facilitate easy discovery of data products, acting as
the foundational layer that connects users to the data they seek.
It maintains only the most crucial information — data product
summaries and tags - to assist users in finding the right data
products through simple keyword and natural language

searches. This design mirrors the DNS’s role in the internet,



where it serves as a phone book, directing users to the right

web addresses with minimal yet crucial information.

The process of populating the Data Product Registry is
intentionally made straightforward and user-friendly. Data
product owners are responsible for registering their products, a
task that requires them to provide a concise summary, limited
to a couple of paragraphs, and a set of relevant tags. The
emphasis here is on simplicity and ease of use. The design of
the Registry is such that even junior sta members can
complete the registration process without di culty. This
approach ensures that the barrier to entry for registering data
products is low, encouraging comprehensive participation from

all parts of the organization.

Publishing a data product in the Registry is equally streamlined.
Whether using a simple user interface or a command-line
interface, data product owners can quickly make their data
products available in the marketplace. The process is designed
to be unobtrusive and e cient, avoiding any unnecessary
complexity or technical hurdles. This ease of publishing ensures
that the Registry remains up-to-date and reflective of the

current data o erings within the data mesh.



Once a data product is registered, it becomes immediately
available in the data marketplace. This rapid availability is
crucial in maintaining the dynamism and responsiveness of the
data mesh. Users can access newly registered data products
without delay, ensuring that the data ecosystem is continuously
evolving and expanding. This immediate availability aligns
with the overarching goal of the data mesh to provide timely

and easy access to a wide range of data resources.

For users navigating the marketplace, the Registry serves as
their first point of interaction with the data products. Upon
conducting a search, users are presented with links to the data
products that match their criteria. These links are derived from
the Registry’s concise summaries and tags, providing just
enough information to guide users to the right data product.
This user experience is akin to using a search engine on the
internet, where the search results lead to various web pages

based on the entered keywords.

Once a user selects a data product from the marketplace, they
are then directed to more detailed interfaces of the data
product, such as ‘discovery', ‘observability’, or ‘governance’.
These interfaces provide deeper insights into the data product,
allowing users to understand its structure, usage patterns,

compliance status, and more. This two-tiered approach -



starting with the simplicity of the Registry and moving to the
more detailed interfaces — ensures a balanced user experience,

combining ease of discovery with depth of information.

Data Mesh Console

The Data Mesh Console, a critical component of the Data Mesh
ecosystem, serves as a command line interface (CLI) that
provides comprehensive management capabilities across the
entire data mesh. This console is designed for users who prefer
or require a more direct, script-based interaction with the data
mesh, as opposed to the graphical user interface of the
marketplace. It o ers similar functionalities to the marketplace
but in a format that is more aligned with traditional command
line operations. For instance, through the CLI, users can interact
with the Data Mesh Registry, accessing and managing data
product information e ciently. This command line approach is
particularly appealing to those who seek a faster, more
streamlined way to navigate and manipulate the data mesh,

especially for tasks that are repetitive or require automation.

In addition to registry interaction, the Data Mesh Console
provides robust administrative capabilities, crucial for
managing the broader aspects of the data mesh. This includes

user management, where administrators can add, remove, or



modify user accounts, as well as role and access management,
ensuring that the right individuals have the appropriate level of
access to various data products. This aspect of the console is
vital for maintaining the security and integrity of the data
mesh, as it allows for precise control over who can access what
data, and under what conditions. The console’s administrative
functions are essential for enforcing data governance policies
and for ensuring that the data mesh remains compliant with

organizational standards and regulatory requirements.

The console also excels in 0 ering observability capabilities,
providing insights into the usage and performance of the data
mesh. Administrators and data product owners can use the CLI
to monitor how data products are being used, track
performance metrics, and identify any potential issues.
Additionally, the console provides tools for examining cross-
data product concerns such as data lineage and provenance.
This is particularly important for understanding the journey of
data across di erent products within the mesh, ensuring data
integrity and compliance with data governance standards.
Overall, the Data Mesh Console is a powerful tool for those who
manage and oversee the data mesh, o ering a range of
functionalities that ensure e cient operation, robust security,

and insightful oversight of the data ecosystem.



Data Mesh Fabric

The Data Mesh fabric is an integral component of the Data
Mesh architecture, serving as the backbone and connective
tissue that integrates various data products into a cohesive
whole. This fabric is not just a single entity but a
conglomeration of various services and platforms, each playing
a vital role in ensuring that the data mesh functions seamlessly
and e ciently. It’'s the infrastructure upon which the entire
data mesh operates, providing the necessary foundation for

data products to communicate, interact, and deliver value.

At the heart of the Data Mesh fabric are the infrastructure
services, which include compute, network, and storage
capabilities. These services form the core platform that
supports almost all components of the data mesh. They provide
the essential resources required for data processing and
storage, ensuring that data products have the necessary
computational power and space to operate e ectively. The
robustness and scalability of these infrastructure services are
crucial for the smooth functioning of the data mesh, especially

as the number and complexity of data products grow.

Interaction and communication management services are

another critical aspect of the Data Mesh fabric. These services



encompass APIs, streaming technologies, and change data
capture mechanisms. They facilitate the interaction and
exchange of information between di erent data products,
enabling them to communicate and share data in real-time.
This interconnectedness is essential for creating a dynamic and
responsive data ecosystem, where data can flow freely and

securely between di erent products and systems.

Data access services form another layer of the Data Mesh fabric.
This includes tools and technologies for federated query, data
pipelines, and bulk data transfer. These services allow for

e cient and flexible access to data across the mesh, regardless
of where it resides. Federated query capabilities, for instance,
enable users to retrieve and combine data from multiple
sources without moving the data, while pipelines and bulk
transfer mechanisms provide e cient ways to move large

volumes of data when necessary.

DevSecOps, integrating development, security, and operations
management, is a cornerstone of the Data Mesh fabric. This
component ensures that all services within the data mesh are
managed consistently, safely, and reliably. DevSecOps practices
embed security considerations into the development lifecycle of
data products and services, ensuring that security is not an

afterthought but an integral part of the entire process. This



approach is crucial for maintaining the integrity and security of
the data mesh, especially in complex and fast-evolving

technological landscapes.

Data platforms are another vital component of the Data Mesh
fabric. This includes a range of storage and processing solutions
like databases, data marts, data warehouses, data lakes, and
data lakehouses. Each of these platforms serves a specific
purpose, from structured data storage in databases and data
marts to large-scale data storage and processing in data lakes
and lakehouses. The availability of diverse data platforms
within the fabric allows for greater flexibility and choice in how
data is stored, processed, and accessed, catering to the diverse

needs of di erent data products.

Collaboration services within the Data Mesh fabric play a key
role in fostering a community-centric environment. Knowledge
management tools, forums, threads, and social features like
likes and comments enable developers, data scientists, and
other stakeholders to share insights, ask questions, and
collaborate on data projects. These collaborative tools not only
enhance the user experience but also drive innovation and

knowledge sharing across the data mesh.

Data Product Actors



In a Data Mesh ecosystem, various actors play pivotal roles in
ensuring the smooth functioning and e ectiveness of the
system. These roles can be broadly categorized into five key
groups: data product owners, data producers, data consumers,
data mesh admins, and data governance professionals. Each
group has its own unique set of responsibilities and
contributions, making them essential components of the Data
Mesh architecture. Understanding the nuances of these roles is
crucial for the successful implementation and operation of a
Data Mesh, as it ensures that all aspects of data handling, from

production to consumption, are e ectively managed.

e Data Product Owners are at the forefront of the Data Mesh,
overseeing the lifecycle of data products. They are
responsible for defining the vision, strategy, and
functionality of their data products. This group ensures that
the data products align with business objectives and user
needs, managing everything from data sourcing to the
presentation of data. Data Product Owners play a crucial
role in bridging the gap between technical capabilities and
business requirements, making sure that the data products
deliver real value to the organization.

¢ Data Producers include operational source systems, other
analytics data sources, and even other data products within

the Data Mesh. This group is responsible for providing the



raw data that is ingested by various data products. Their
role is crucial in ensuring that high-quality, relevant, and
timely data is available for further processing and analysis.
Data Producers are the foundation of the Data Mesh, as the
quality and reliability of their output directly impact the

e ectiveness of the data products.

Data Consumers encompass business users, data scientists,
and analysts who utilize the data and artifacts contained
within data products. They rely on data products to gain
insights, make informed decisions, and drive business
strategies. This group is the end-user of the Data Mesh, and
their feedback often shapes the evolution of data products.
Their interaction with the data products is a key indicator
of the e ectiveness and relevance of the Data Mesh in
addressing business needs.

Data Mesh Administrators are responsible for the overall
management and control of the Data Mesh infrastructure.
They handle the technical aspects, including system
performance, resource allocation, and ensuring the smooth
operation of the Data Mesh. This group plays a critical role
in maintaining the health of the Data Mesh, ensuring that it
Is scalable, secure, and e cient.

Data Governance Professionals facilitate policy

management and the data product “certification” process



within the Data Mesh. They ensure that data products
adhere to defined standards, compliance requirements, and
quality benchmarks. This group is pivotal in instilling a
culture of accountability and trust in the Data Mesh,
ensuring that data is handled responsibly and ethically

across the organization.

Climate Quantum Use Case

So, at this point we understand the architecture of a data
product, how it defines its data and artifacts, its ingestion and
consumption capabilities, as well its the core operational
Interfaces. And we have also seen the constituent components
of the data mesh and how it binds data products into a broader

ecosystem.

Now, let’s see how we can put the pieces together for our
Climate Quantum, our use case. As you recall, Climate
Quantum’s mission is to make climate data easy to find,
consume, share, and trust using data products and a broader

data mesh ecosystem.
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Figure 4-4. : Climate Quantum Data Products

As we know, Climate Quantum is a pioneering initiative in the
realm of climate change analysis, leveraging the power of data
to assess physical risks due to environmental changes. At the
heart of this venture are its meticulously structured data
products, each serving a distinct but interconnected purpose.
The first three data products — focusing on temperature,
precipitation, and sea level — form the foundational layers of
this innovative framework. These products are internal but
critical components, each aggregating and refining raw weather
data to create comprehensive datasets that are both reliable

and insightful.



The temperature data product is a key element of Climate
Quantum’s arsenal. It aggregates vast amounts of raw
temperature data from multiple sources, processing raw
weather station information to o er a clear and comprehensive
view of temperature trends and anomalies. This data product
not only gathers information but also intelligently fills in gaps
In the data, ensuring that the resulting dataset is as complete

and accurate as possible.

Similarly, the precipitation data product is dedicated to
capturing and aggregating rainfall and other forms of
precipitation. This data product delves into vast datasets,
aggregating information to paint a detailed picture of
precipitation patterns across di erent regions and locations.
Like its temperature counterpart, this product also focuses on
identifying and compensating for any missing data, thereby
ensuring a high-quality and comprehensive dataset. The
empowered owner of this data product plays a crucial role in
maintaining its quality and ensuring that ite ectively

contributes to Climate Quantum’s overall mission.

The sea level data product complements the temperature and
precipitation products by focusing on changes in sea levels — a
critical aspect of climate change studies. By aggregating data

from various sources, this product provides invaluable insights



Into sea level trends, which are essential for understanding the
long-term impacts of climate change on coastal areas. The
owner of this data product is responsible for its accuracy,
completeness, and ongoing relevance, making it a vital

component of the Climate Quantum framework.

The culmination of Climate Quantum’s data products is the
physical risk data product. This data product synthesizes the
aggregated data from the temperature, precipitation, and sea
level products and applies advanced Al/machine learning
techniques to model the physical risks associated with climate
change at specific locations. This model o ers critical insights to
the public, enabling governments, businesses, and communities
to understand and prepare for the potential impacts of climate

change.



Climate Quantum Data Mesh

Climate Quantum aggregates raw data from multiple sources which are transformed into a model that
provides valuable insights regarding location-based physical risk due to climate change
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Figure 4-5. Climate Quantum Data Mesh

Climate Quantum’s data mesh is a sophisticated and dynamic
ecosystem, designed to meet the diverse needs of its users.
From climate scientists to financial analysts, the data mesh
provides accessible, reliable, and comprehensive climate data,
empowering its users to make informed decisions in the face of
climate change. Supported by a robust infrastructure and a
team dedicated to its maintenance, Climate Quantum’s data
mesh stands as a model for collaborative, data-driven

approaches to understanding and addressing global challenges.

Climate Quantum data mesh is an ecosystem of interconnected
network of data products. There are several intermediate or

“lower-level” data products that focus on key climate metrics:



temperature, precipitation, and sea level. These intermediate
public data products form the backbone of Climate Quantum’s
data infrastructure, drawing in source information from a
myriad of weather stations and transforming this raw data into
a consistent and comprehensive set of climate data ensuring

data accuracy and uniformity across the various inputs.

At the apex of Climate Quantum’s data o erings is the primary
public data product known as the Physical Risk model. This
model integrates and synthesizes data from the temperature,
precipitation, and sea level products to create a detailed

analysis of the physical risks posed by climate change.

The consumers of these data products are as diverse as the data
itself. Climate scientists delve into the data to predict and
anticipate climate change trends, utilizing the detailed analyses
to inform their research and studies. Business users leverage
this data to communicate the impacts of climate change,
translating complex climate metrics into actionable insights for
organizational strategies. Financial analysts, particularly
interested in the physical risk data product, use these insights to
understand how climate change might a ect the assets they
manage, integrating this information into their financial models

and risk assessments.



Each of these consumer groups relies on the Data Mesh
Marketplace — a user-friendly interface that simplifies the
process of finding, consuming, sharing, and trusting the climate
data within the data mesh. The marketplace, bolstered by an
integrated registry, o ers a lightweight and low-maintenance
solution for accessing the vast array of data products. This
Integration ensures that the marketplace remains up-to-date
and reflective of the latest data o erings, facilitating easy access

for all users.

While the marketplace is a primary interface for users, the Data
Mesh Console and its command-line interface provide another
layer of interaction. This tool is especially useful for data mesh
administrators and data product owners, who often use it to
execute specific commands and manage various aspects of the
data products. The console’s advanced capabilities make it a
versatile tool for more technical users, enabling them to
manage and interact with the data mesh in a more direct and

granular way.

The architecture of Climate Quantum’s data mesh is supported
by a suite of platforms and specifications, integral to the fabric
of the data mesh. For instance, pipelines are managed using

Apache Airflow, a tool that streamlines and automates the data

flow processes. Metadata management, an essential aspect of



maintaining data integrity and usability, is handled by
OpenMetaData, ensuring that data lineage and documentation
are kept accurate and up-to-date. And APIs in Climate
Quantum’s data mesh adhere to the OpenAPI specification,
fostering standardization and interoperability across various
data products and services. This adherence ensures that APIs
are consistent, well-documented, and easy to use, facilitating
seamless interaction between di erent components of the data

mesh.

These platforms and tools are supported by the enterprise
support team, a group dedicated to maintaining the underlying
Infrastructure and common platforms that support the data
mesh. Their role is crucial in ensuring that the data mesh

operates smoothly, e ciently, and without interruption..

Within this ecosystem, each data product, while consuming the
infrastructure, interaction, data access, DevSecOps, and data
management services provided by the enterprise, retains the
autonomy to choose how best to utilize these services. This
flexibility is crucial, as it allows data product owners to tailor
their use of enterprise services according to the specific needs

and requirements of their data products and their consumers.



